
Terms of Use 
 
You have been invited by Ithaca Energy to access information using Microsoft 365 
services.  If you access such services, you are agreeing to comply with and be 
bound by the following terms and conditions of use, which together with our privacy 
policy govern Ithaca Energy’s relationship with you in relation to the use of Ithaca 
Energy’s Microsoft 365 platform.  If you disagree with any part of these terms and 
conditions, please do not access these services. 
 
The granting of access to such services is at Ithaca Energy’s sole discretion and 
may be revoked at any time for any reason.   
 
By using these services, you agree to only use the information in accordance with 
the terms of your agreement with Ithaca Energy and keep in confidence all 
information that you have access to through your use of these services.  You agree 
not to make copies of or transmit the information that you have access to except in 
accordance with the terms of your agreement with Ithaca Energy or with prior written 
approval.   
 
You agree that any information you extract will be; adequately secured to prevent 
unauthorised access, use and distribution of the information.  You must ensure that 
any devices that access the information or on which information is downloaded are 
appropriately encrypted and possess appropriate network security safeguards, such 
as up-to-date virus protection, firewalls and security patches.   
 
Ithaca Energy recommends that you install appropriate defences against viruses and 
other malware before you download any information from our site.  We shall accept 
no liability for any virus or malware contracted as a result of visiting these services 
and will not be liable for any claim, loss, damage, costs or expenses suffered or 
incurred as a result of the presence of any virus or malware on these services. 
 
You must not share your Microsoft 365 login details with others or allow others to 
use such information to gain access to our data.  To request further access 
permissions please contact the person who provided you with access to these 
services.   
 
If you no longer require access or your relationship with Ithaca Energy has ceased, 
you must refrain from accessing these services.  You should inform your usual 
contact at Ithaca Energy or email servicedesk@ithacaenergy.com immediately to 
ensure that your access is revoked.   
 
Increased cyber threats force us to strengthen monitoring activities on all our 
network traffic.  We use cyber security monitoring software on our systems, email 
servers, and internet gateways, to detect and prevent cyber-attacks, malware, and 
other suspicious activity, in order to ensure the security of our assets.  IT system 
logging will take place where appropriate, and investigations will be commenced 
where reasonable suspicion exists of a breach of this or any other policy. 
 
If you become aware that the security of the site has been compromised, you are 
required to contact us immediately at servicedesk@ithacaenergy.com. 
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